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Importance of Data Privacy Policies and Data Protection 
in Cyberspace 

Abstract 

Chandni Kishorem 
Sibi J. Koola11s 

The main obje~tive of this paper ~s to_ understand and explore the right to privacy 
-and its operation on data protection m cyberspace and how they link over, how it 
evolved during the time, substance of the private Data Protection bill and liability 
and part of internet service providers. This also will essay to punctuate the 
significance of data protection and affiliated laws. It deals with the sequestration 
issue in Indian perspective with reference to challenges in different confines. moment 
we will pierce any information related to anyone from anywhere at any time but this 
arise a new trouble to private and nonpublic information. Globalization has given 
acceptance of technology within the whole world, as per growing demand different 
countries has introduced different legal frame like DPA (Data Protection Act) 1998 
UK, ECPA (Electronic Dispatches sequestration Act of 1986) USA etc. from time 
to time, but in India there is no similar comprehensive legal frame that deals with 
sequestration issue. To handle major cyber challenges we relate ITA Act 2008 that 
was erected with the provocation to grease-commerce and hence the sequestration 
was not previous concern in IT act. 

The use of digital services and the internet is veritably important needed in every 
sector of the current thrift of natural society. In employing the application of these 
services, people are occasionally requested and other times commanded to give their 
particular information or data. This information is most constantly demonstrated as 
private and hence bear protection and confidentiality by both law and the service 
requesting them from acts of unhappy and unlawfulutilization. In this regard, the 
legal frame put in situ by different countries to insure protection of particular data 
and their privacy is explained. The paper aims to make sure that they realise the 
significance of the protection of particular data and the need to ensure continuous 
development of the legal frame towards the protection of particular data. 

Introduction 

117 Chandni Kishore, Student, 4th Year B.B.A.L.L.B. Hons, School of Law, ChriSt (Deemed to 
be University) 
118 Sibi J. Koola, Student, 4th Year B.B.A.L.L.B. Hons, School of Law, ChriSt (Deemed to 
be University) 
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Proceedmgs o . . ance 

d t represent established nghts aga; .... nt 
. is use O • th • ..... th 

ep
t of privacy . t exclusively m e pnvate sphere be+---- e 

The cone ·ghts that eXIS di • alifi' •vveen 
state as well as n to which a person or the ~e a is q_u ed to obtain 
. . ·d a}s. The extent ther is a concern m the pnvate sphere. 1'L 
mdiVI u . about ano , lif · d J.ne al infonnatton . trUde into a person s e m or er to moni 
persotnto which the state c~ mmeant by privacy against the state. The tetor 
exten · what 1s b f · l'Il1 . her progress is al t rm that refers to a num er o nghts that 
his or ,, . a gener e f d . d are ,, . ht to privacy is b inherent in the concept o esrre freedom. This 
n!nionlY understood toal e fr m governmental restrictions on inh-

couu•• . dividU s O d uu1ate 
•ght protects m . . . d o-ives them the free om to make import n . activities an o- . . d h . I . . ant 

relationships or t themselves, their families, an t err re ationships With 
decisions that affec s the internet as a necessary component of the· 

eryone use d b . Ir others. Today, ev thin in the world is affecte y 1t, from intem t 
everyday lives. _Every ..... :unications. Businesses have also opted to ; 

. to simple couu•• 11 kn o purchasing . E ...-.n,erce has become more we - own as a result . s onhne -COuu•• . 
their busmes f ffi :al business is done online, and e-finance has become 
Today, a lot O ulo ~i th past year. The risks associated with using the 
extremely pop ar m e 
internet have increased as its use has grown. 

. ·gnm· ant resource in the twenty-first century, when information 
Data is a si c . · · th I b . In the present day data 1s what 1s causmg e g o e to grow 
reigns supreme. ' . . . . · 
Th D t 

Protection Laws become relevant m this situation. On the basis of 
e aa · Th these ideas, laws have been passed in numerous nations. ese days, the 

phrase "data protection" is often used to refer to other state-guar~teed 
rights of residents. Technology development has a~celerated _dramatically 
since the turn of the twenty-first century, becommg a crucial aspect of 
everyday life. Nowadays, these technologies are so integrated into a person's 
daily activities that they save vital information on the user. Because of this, 
protecting personal information about an individual is increasingly 
important. Both major and small-scale data breaches have occurred, 
although the larger ones are usually the ones that most people are familiar 
with. Each employer must acknowledge the possibility that they could 
become a victim of a network security breach. If a small business does not 
ha~e cyb:r _l~ability insurance, a cyber security breach could compromise 
therr credibility and result in thousands ( or much more) in losses in terms of 
cuStomer service, productivity, and reputation. Data breaches are cyber 
attacks"that affect the privacy and personal information of individuals. The 
terms cyber secu ·ty" "inf • n , ormation security," and "data rivacy" may 
appear to be synonymous. P 

Cyberspace and Crimes in Cyberspace 
Before getting into detail ab . protection it 1·s • out data protection and importance of data 

. ' important to fir t cnmes in cybers s understand what is cyberspace and the 
. pace and why ·t k . . . agamst such crimes. 1 ma es it rmportant to have protecnon 

58 



f Data Privacy Policies and Data Protection in Cyberspace importance o 

e includes the virtual computer world and, more specifically, a 
Cyberspac . d n1· · · In e of electronic medium that 1s use to support o me commurucation. 
typ t facilitate communication and data exchange, cyberspace often 0rde~ 

0 
f a sizable computer network made up of numerous international consists o I 1 . . ter sub networks that use the TCP IP protoco . An mteractive and 

c~mpJ environment with a wide range of players is the main characteristic 
virtUb rspace. Any system with a sizable user base or simply a well-designed of cy e f d II b ,, . h • terface might be re erre to as cy erspace m t e common IT user m 
language. 
An criminal conduct in which a computer or network serves as the source, 

yet instrument, or scene is referred to as cybercrime. The Cambridge 
targ , d f. b . . . d . English Dictionary e mes cy ercnmes as cnmes committe usmg or 

ertaining to computers, particularly through the internet. Cybercrime 
~ncompasses all offences that entail the use of information or technological 
tools in the commission of a crime. Cybercrimes against people, property, 
the government, and society at large are all possible. There is no definition 
of cybercrime in the IT Act 2000 or the IT Amendment Act 2008, or any other 
Indian laws. We may simply combine computer technology with criminality 
to define cybercrime. Simply described, a cybercrime is any offence or crime 
that involves the use of a computer. It's interesting to note that even tiny 
crimes like theft or pick pocketing can fall under the umbrella of cybercrime 
if a computer or information saved on a computer used ( or misused) by the 
fraudster serves as the fundamental data or help to the crime. It might 
involve internet hackers damaging someone's website, seeing private data, 
or taking trade secrets or intellectual property. Cybercrimes also include 
illegal activities carried out using computers that further the commission of 
crimes, such as financial crimes, the sale of illegal goods, pornography, 
online gambling, crimes involving intellectual property, e-mail, spoofing, 
forgery, cyber defamation, cybers talking, unauthorised access to computer 
systems, information theft, e-mail bombing, physically damaging computer 
systems, etc. In cybercrime, the computer or the data itself serves as the 
victim, the object of the crime, or a tool in committing another crime by 
giving the required inputs. The term II cybercrime" will be used to refer to all 
such criminal activities 119. 

Categories of Cybercrimes 
a) Crimes against persons 

• Cyberstalking 

• Hacking 

• Cracking 

119

https://amtrustfinancial.com/blog/small-business/cybersecurity-vs-data-privacy 
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• eJJlails • Harassment 'Via 

• SMS spoofing 
• Cheating & fraud 
• Child pornography 

• Email spoofing 
b) Crimes againSt property 

• Cybersquatting 
• Cyber vandalism 

• Cyber Trespass 
• Hacking Computer System 

c) Crimes against Society 

• Forgery 
• Cyber Trafficking 

• Child pornography 

• Online gambling 

d) Crimes against Government 

• Cyber warfare 

• Cyber terrorism 

• Distribution of pirated software 

• Possession of Unauthorized Information 

Data Privacy and Protection 
Data can take on any form, including computer printouts, magnetic or 
optical storage media, punched cards, punched tapes, or being stored 
internally in the memory of the computer." A representation of information, 
knowledge, facts, concepts, or instructions that are being prepared or have 
already been prepared in a formal manner and are intended to be processed, 
are currently being processed, or have already been processed in a computer 
system or computer network" is how data is defined. 

Data protection is the coordination of techniques and practises used to sec~e 
the confidentiality, usability, and integrity of the data. This synchronisatlo~ 
preven~s any potential of data loss, theft, or corruption, and should a breac_t 
occur, It may help to mitigate the harm done. Additionally, it makes 1 

'bl · possi . e to return the data to exactly how it was before the corruphon . 
mtrus10n. It is a relationship between technology and data, how data is 
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I Portance of Data Privacy Policies and Data Protecti . !!!-- on,n Cyberspace 

athered and distributed. It covers more than just th . . . --
also addresses its immutability, preservation and edalva~abihty of the data· 

1 , e etion It ai ' 
a compromise betwee~ protecting users and granting the~ to strike 
Protection and data pnvacy are two concepts that 1 pnvacy. Data 

"d . ,, . are re ated to one th. The phrase ata pnvacy 1s more akin to dictatin h ano er. 
,· db g ow data h uld gathered and manage ased on how sensitive and . s O be 

is being provided. The rules governing data prote imti portant the data is that 
• . c on are used to data privacy. While data protection safeguards the d t fr manage 
· d · a a om those wh d not have access to 1t, ata pnvacy specifies who has a O o 

ccess to the data. 
Every level, whether personal, business or governm t 1 th d d ' en a, protects dat • however, the me o an scope used at each level might d . a, 

· · 1 d. h · vary ependmg on the circumstances, me u mg w o requires access and wh d h . ose ata as to be 
Protected. A few perspectives must be kept in mind d . h 

· Th urmg t e data protection process. e process, regardless of the degree at hi h . . b . · hin . w c 1t 15 emg carried out, must stay wit a stnct range; anything in excess is harmful 
and the data must be accurate and pertinent in nature Data pr t ti ' . · o ec on must 
have a clear ~~rpose, be ca~ned out with sufficient security, and be 
supported by givmg the authonsed the necessary rights. Any action taken to 
protect data must have the consent of all parties involved. The data 
guardians must provide adequate assurance of the data's accountability120_ 

A privacy policy is a formal statement of how a party collects, uses, discloses, 
and handles client or customer data. It satisfies a mandate under the law to 
safeguard a client's or customer's privacy. 

Importance of Data Protection 

The most important justification for data protection is that it protects all 
forms of valuable data and prevents unauthorised access to it by anyone. It 
also aids in maintaining a line of privacy, as when an employee gives 
personal information to the HR department of a company, which keeps the 
information to itself and forbids any unauthorised access, or when a client 
shares the information. When this line of privacy is maintained, it increases 
the trust and confidence of clients in the organisation, which in turn aids the 
organization's survival in society. By acting as a safety shield against 
hackers, it prevents falling victim to any forms of fraudulent activi~es such 
as frauds phishing theft and many more. It assists in preventing any 

' ' ' I ' financial loss, whether it be on a personal or professional basis. ts a_n 
essential part of a business, especially for those whose majority of w~rk is 
done online. These businesses are more at danger of having their w~bsite 0

~ 

platform hacked and all of their data obtained by unauthorised parties, sue 
as rival corporations. 

120L . • • r · s-in-cyber-law/ -nttps://blog.1pleaders.in/data-protectton-and-pnvacy-po icie 
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___________ . . Ies and improved time managern 
Additionally, it promotes moral pnn~P necessary for data protection. ,!nt 

. gement is . 1· t I •ne because effective time mana u1 and expands ~ts c ien e e as a result, Which 
business becomes more ~uccessf d Jowers risks in many_ ways. It motivates 
increases business earrun_gs and I unch their own businesses. There have 
individuals to take initiative &fi~ulties. This is ~so related to the dat~ 
to a significant extent, been . ow no international agreement on dat 

there is n d hi h a 
Protection process because d individual nee s, w c occasionally 

. . I ly base on I , . protection, thus it is s~ e sts of other people. t s an expensive and tirne. 
may not be in the best mtere ·a1· t is needed to make sure the protection 

d a spec1 is d . consuming process, an d wbacks. Every ay, new innovations in 
t d has no ra d t d t th method is correc an . it challenging to a op an pu e new 

technology emerge, m~f, 
improvements into practise · b 

tin. ues to advance, a num er of software . . . . 11' ence (AI) con d As artif1c1al mte ig G le and others, have emerge that may 
programmes, like Faceboofk, oano~ ety' of additional purposes in addition to 

nal data or a v al . handl~ user perso . it The Cambridge Analytica scand m 2018 has made 
collecting and stonng · d bout their residents' personal data safety. 

t tes more conceme a . 1 many s a . h t various privacy laws into p ace to protect the 
Around 80 nations ave pu al D Pr . . • f their citizens such as the Gener ata otection 
Personal information o ' il In A f • (GDPR) · the European Council, the Braz temet ct o 2014 Regulation m · d El · D in Brazil, and the Personal Information Protection an ectroruc ata Act 
(PIPEDA) in Canada. 
This enormous number of nations appears to be a reflection of the worries 
many states have regarding the privacy of their citizens' ~erso~al 
information. Data protection is thus one of the cyber law areas that 1s bemg 
implemented by various laws around the world. 

Data Protection Laws in India 
The use of information technology has become widespread. There is an 
increase in cybercrimes, such as breach of online contracts, commission of 
online torts and crimes, etc., as the user base of cyberspace becomes more 
diversified and the spectrum of online interaction increases. Due to the 
repercussions, the cyberspace authorities had to develop a strict law to 
c~n~ol online cr~al activity and improve the administration of justice for 
victims of cybercnme. Cybercrimes must be strictly regulated in the realm of 
modem cyber technology, and hackers and cyberterrorists should be dealt 
with under tougher cyberlaw122• 

i21https://www.jusdicere.in/privacy-and d t . . 
122https·//www leg I . . d' - a a-protection-m-cyberspace/ · • a serv1cem 1a.com/IegaVarf 1 7 . 
protection.html IC e- 490-analys1s-of-cyber-Iaw-with-focus-on-data-
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Currently, there isn't any specific legislation in India p t . 
Th Inf · ro ecting a pers ' ·ght to privacy. e ormation Technology Act of 2000 1 on s 

nybercrimes and offers sanctions for breaking the law Th aw addresses c • e act only has f 
privacy-related clauses, but they are by no means all-inclusive. a ew 

Indian Contract Act, 1872 
The Indian Contract Act is based on common law princ • 1 1 . 

all Ip es. t includes a 
language that ows contract partners to include pertin t d . 

nf.d . 1· en ata protection terms such as a co 1 entia 1ty clause, in the agreement Thi . ' . h · s Is stated in Section 27, which states t at a person will be paid in th . . 1 e event of data 
leakage. The section stipu ates that a person will be reimbursed f f d if th or any orm of data leakag~ an spec 1es e procedure that will be used to hold the 
person responsible accountable, depending on the extent of the breach. 

Indian Penal Code,1860 

This statute was amended to include the phrase '' data" in the definition of 
"movable property," making data theft or its misappropriation a violation of 
the act. Since computer data and databases are mobile in nature, they are 
protected under the act. It has proven to be effective at preventing data theft. 
Although it could address a few issues related to data protection, the 
extremely old statute prevents it from addressing many issues, such as 
breaches of data privacy. 

Copyright Act, 1957 

The Intellectual Property Rights of all types of works, including literary, 
dramatic, and creative works, are protected by this law. The word "literary 
work" now includes computer databases thanks to an update to the 
legislation. Customers will profit from the amendment as no other 
institution, save the service provider, is permitted by law to utilise the 
information they submit in any way. Therefore, if a specific database is 
copied, disseminated, or used for one's own needs, it constitutes a copyright 
violation that could result in legal or criminal penalties. It is difficult to te_ll 
the difference between data protection and database protection under ~s 
act because data protection is primarily for protecting personal data ~hile 

. . . , · · ti s This law database protection 1s for protecting one s work or artistic crea on · 
imposes penalties for copyright data theft under Section 63B. A jail sentence 
or a fine of any amount are both possible penalties. 

Information Technology Act, 2000 
. . . the virtual economy, 

This law was established as a foundation for managing il d much more. 
which includes e-commerce, electronic contracts, e~a s,than the virtual 
Thi but since en, . 

s statute was passed many years ago, . singly relevant in 

environment has expanded greatly, making it ~creachni·que commonly 
. db th lectromc te , . to nature. It grants all transactions rude Y e e as an alternative 

din It serves 
referred to as e-commerce, a legal stan g. 
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ds of data storage and communication Iv" 

traditional paper-based Illeth~ . provides laws to prevent data n-.: 

1

th 
rri.; I o1slatton • f d t . ••u.su 

g
overnment agencies. 11us er,- .-.11g the topic o a a protection to se . 

5 
cove.1 ..... · . 1 solll 

and imposes various sancl!O?, d disclosed iJilproper y, or other tenns e 
extent. If personal data is Illlsuse ' tt·on of personal data are broken it of the proteC 1 A ·gnrr· , a1s 
the agreement relating to th civil and crintlna . s1 icant r•visio o tiofl, bo n to 
provides for compensa . 2008123. 
the law had beeI1 made in ho }<nowingly or intentionally con 

. 65 a person w d d f ceais 
According to 5eeaon ' uter source co e use or a comp t , 

dif
. any coIIlP d . u er 

destroys or mo ies twork when the source co e Is required ' 
' oIIlputer ne . b . . to 

computer system, or c h t:..,,e being in effect, will e Impnsoned for 
. . d by law for t e .u.-<• h C up be maintaine Rs 

2
,oo,000, as fine or bot . omputer source papers 

to three ye~Isdandd :p: any sort of modification. 
are now shie e 

0 . . 
66 

anyone who has engaged in any of the dishonest or 
According tbo Sech ti_onur m' entioned in Section 43 shall be punished. It is 
fraudulent e aVIO 
protected from hackers by design. 
This s,ction defines hacking as any action taken with the intent to harm 

th
er person without their consent, or with knowledge that such harm 

ano · dl · al may be inflicted, and requiring the destrucl!On, e etJon, teration, or 
diJninution of the value and usability of information held in a computer 
resource- Under this provision, the hacker may receive a three-year prison 

sentence, a fine of up to 2 lakh rupees, or both. 
Under Section 66A of the Act, which addresses identity theft, anyone who 
uses a digital signature, password, or other distinctive identification feature 
of another person improperly or dishonestly faces up to three years 

unpnsonment and Rs.100,000 as fine. 
Section 66 C, which addresses identity theft, stipulates that anyone who 
unproperly or dishonestly uses another person's electronic signature, 
password, or any other d. tin. ti. .d tu· . . . 1s c ve I en Ication feature faces up to three 
years m pnson cl!ld 1,000,000 as fine in addition to other penalties. 

A two-judge bench of Su r C . India (2015) about intern! ;me ourt held m Shreya Singha! v. Union of 
Supreme Court ruled that peech and mtermediary liability in India. '!he 
with limits on internet under_Se~tion 66A of the IT Act 2000, which deals 
19(1)( commurucatio . . . . I a) of the Indi C . n, Is mvalid because it violates Arne e 
C an onstituti · onstitution, the Court fur h on. According to Article 19 of the 
because it imposed a fai t . e~ stated that the Section was not upheld 

r restriction on th . 
The SC invalidated Se . e nght to free speech. 
decided that n1· ction 79 and its . I 

0 
me intermed' . rmp ementing regulations. It was 

ianes could n1 t 
123https·// -~ 0 Y be forced to remove conten 

. www.techopedia com/ . . . . defimtion/2493/ b cy erspace 
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after being issued w~th co~t order . or governmen~ o~der. The case is 
membered as a turmng pomt for online free express10n m India. Through 

:\umber of writ petitions, indivi~':als (including Shreya Singha!), NGOs, 
d companies contested the prov1s1ons before the Supreme Court. A two-

~dge bench comprised of Justices Chelameswar and Nariman heard the 
J f .. collection o petitions. . 
So as an exception to the general rule of maintaining information privacy 
and secrecy, Section 69 states that the government may release information 
when it determines that doing so is necessary for the integrity or sovereignty 
of India, the defence or security of the State, or in any other circumstance it 
deems appropriate. The government may request the revelation of 
information when it is in the public interest for the government to do so, and 
this gives them the ability to intercept, monitor, or decrypt any information 
in any computer resource, including personal information. In order to 
conduct an investigation into cybercrime in India 

Section 69 addresses decryption as well as interception and monitoring. 
Under this part, there was also the introduction of the Information 
Technology Rules, 2009. The government has released the Information 
Technology (Procedures and Procedures) Act. It outlines the different bases 
on which the government may tamper with the data. The Centre may 
obstruct public access to an intermediary under Section 69A if it is necessary 
for India's sovereignty and integrity, defence, security, friendly relations 
with other nations, or public order, or to avoid encouraging the commission 
of any cognizable offence related thereto. 

In the event that Section 72' s provisions on data privacy and confidentiality 
are violated, this act specifies penalties. Anyone who obtains access to any 
electronic record, book, register, correspondence, information, document, or 
other material without consent of person concerned in violation of any of the 
powers granted under the IT Act Rules or Regulations made there under and 
discloses that material to any other person is subject to Rs 1,000,000 as fine 
or a term of imprisonment of up to two years, whichever is greater. 
Additionally, section 72A specifies that violating a legal contract and 
releasing information without the subject's consent is punishable with three 
years of imprisonment and a fine of up to Rs. 5,00,000. 

If a computer or computer network is located in India used as part of an act 
or behaviour that constitutes an offence or contravention under Section 75 of 
the IT Act, then that person is subject to the provisions of the IT Act and 
Information Technology Rules, 2011. These regulations have been imp~s_ed 
by the government with the aim of guaranteeing adequate security po~c_ies 
and procedures. Companies and other legal entities that deal with sensitive 
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personal infonnation U1 
124 ' ' inf regulations . 'th protecting sensitive ormation th . rned wi . I d' atis 

Th Rul
es are solely conce . about a person, me u mg that perso , e ,_,

0
nnat10n d'ti' 1 . n s 

al 
in nature or uu c: ... ancial data, con i ons re ating to , 

person p words, 1J.J. • 1 . . 
0

ne s 
al 

'-'ormation. ass al health sexua onentation, and past 
person uu . d ment ' . . anct 

h 
·cal physiological, an guiations outline appropriate sec11

.,.; p ys1 , . The re =tty present medical history- at any person or body corporate working With 
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intended purpose an 
Personal Data Protection Bill, 2019 
In 2017, the Suprente Court of India proclaimed. the right to_ privacy as a 
major right protected under the Indian Constitution. It likewise suggested 
that the Indian Central Government set up a data protection system that 
considers the interests of people and the genuine worries of the State while 
advancing a climate for business venture and development. That very year, 
the public authority designated a specialist board headed by previous 
Supreme Court judge Justice B.N. Srikrishna will draft a Personal Data 
Protection Bill The master board presented its report and draft regulation on 
data protection in July 2018. The public authority then set up a JPC to survey 
thePDPB. 
The_ Committee c~unseled different partners, like industry, administrative 
bodies, ~d specialist organizations. This incorporates the Ministry of 
Electrorucs and Information Technology, Reserve Bank of India, Securities 
and Exchange_ ~o~rd of India, National Payments Corporation of India, 
Inco~e !ax divisrnn, Unique Identification Authority of India, National 
Association of Softw d Se · b d . are an rv1ce Companies noticeable web- ase 
entertainment play 1 ffi ' d th . . ers, aw O ces and others. The goal was to understan 
the way 1n_ which personal and delicate data are handled continuously wi

th 

e execution of essential data protection shields to forestall data spillages. 

124h ttps://www.lawctopus com/ac d mik · a e e/cyber-crimes-other-liabilities/ 
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The Committee additionally visited data habitats and haii.dling focuses in 
India. 
The Government of India presented the Personal Data Protection BUI 2019 
(PDP Bill) in the Lok Sabl,,a on 11 Dec~mber 2019. The "Bill" was alluded for 
assessment and suggestions to a Joint Committee of the two Houses of 
Parliament' on 12 December 2019. · 

The Joint Parliamentary CommJttee led by Member of Parliament Sh.ri P.P. 
Chaudhary postponed the report on the Bill alongstde the altered Bill before 
the two Houses of Parliament 011. the sixteenth of December 2021. The 
Committee pondered for north of two years, during which Bill went through 
significant changes in extension and in the nature. 

A group of 188 amendments have also been recommended, out of the 91 are 
significant, while the rest it are the editing of legal nature in different 
sections125, 

Salient features of the "Bill" introduced on 11th Dec 2019 
The "PDP Bill 2019", which characterizes both Personal and Non-individual 
Data, is a considerable system which presents a specific administrative 
methodology for the Protection and Privacy of Data in any structure 
(computerized or non-computerized) in India. The proposed legitimate 
structure would apply to the handling, putting away and moving any type 
of individual information across areas of the economy, the scholarly world, 
industry and society. The Bill additionally has restricted arrangements 
connecting with Non- Personal Data (NPD) arrangements. The structure is 
on the lines and example of the General Data Protection Regulations (GDPR) 
of the European Union. Some provisions of the "Bill" also reflect the 
directions followed in the California Privacy Act126• 

The framework classifies data into three broad categories, namely: 
Personal Data 

Sensitive Personal Data (SPD) 

• Critical sensitive personal data 

• This incorporates monetary data, biometric data, station, s~ict or 
political convictions, or some other classification of data determined by 
the public authority, in meeting with the Authority and the concerned 
sectoral controller. 

Commitments of data fiduciary: A data fiduciary is an element or peto~ 
who chooses the means and reason for handling individual data . uc 

12s • bill-what-does-it-mean-for-. https://portswigger.net/daily-swig/indias-personal-dnta-pnvacy-
mdividuals-and-businesses I d 10 pi·otcction-bill-2019--
126h · n/1161678/personn· a· ttps://www.mondaq.com/india/privacy-protecllo. . 
key-highlights-of-reports-of-joint-pnrliament-comnuttee-Jpc# 
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people. Tuey shoul_ ;uchY individual data of kids. P•ren1a1 
assent while handling . . . n· The Bill sets out specific rights of the indiv'd 
• Rights of thee: ;i;eorporate the right to: (I) get affirmation ~Dua] (or 

data head). h ther their own data has been handled (n") 1 mk the 
fid ciar)' on w e , oo f u f . tal<en £ra'7Tflented, or obsolete individual data ('") h or 
remedy o nus ' o--- th d fi . ' m ave . . 'd al data moved to some o er ata duc1ary in 8 
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. ns and (iv) limit procee mg w1 exposure o their own data b 
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fid 
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removed. , Reason for handling individual data: The Bill permits handling of data 
by guardians provided_ that assent is given by the person.. Nonetheless, 
in specific conditions, 01dtv1dual data can be handled without assent 
These include: (i} if required by the State for prov1dmg benefits to the 
individuaL (ii} legal proceedings, (iii) to respond to a medical 

emergency. 
, Vir!Ual entertaironent intennediaries: The Bill characterizes these to 

incorporate intennediaries which empower online association among 
clients and take into aa:ount sharing of data. All such intermediaries 
which have clients over a told limit, and whose activities can influence 
electing democracy or public request, have specific commitments, which 
incorporate giving a wiJlful client check system for clients in Jndia. 

• Data Protection Authority: The Bill sets up a Data Protection Authority 
which may: (I} do whatever it takes to safeguard interests of people, (ii) 
forestall abuse of individual data, and (iii) guarantee consistence with 
the Bill. It will comprise of a director and six individuals, with 
something like 10 years' skill in the field of data protection and data 
innovation. Orders of the Authority can be spoke to an Appell•" 
Tnbunal. Requests from the Tribunal will go to the Supreme Court. 

• Move of data outside India: Sensitive individual data might be moved 
extemaJ India for handling if unequivocally assented to by 

th
' 

mdivi_dual, and dependent upon specific extra circuID'iances 
Notwithstanding, such delicate individual data ought to keep on beil1g 
put away m India. Certain individual data told as basic individual data 
by the public authority must be handled in India. 
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• 

• 

• 

E lusions: The focal government can exclude any of its organizations 
;c the arrangements of the Act: (I) in interest of safety of State, public 0

:est, power and honesty of India and agreeable relations with 
::}amiliar states, and (ii) for forestalling prompting to commission of 
any cognisable offense (fo~ example c~pture _wi~?ut warran~) 
connecting with the above issues. Handling of md1v1dual data 1s 
likewise excluded from arrangements of the Bill for specific different 
purposes, for example, (I) avoidance, examination, or arraignment of 
any offense, or (ii) individual, homegrown, or (iii) editorial purposes. 
Notwithstanding, such handling should be for a particular, clear and 
legal reason, with specific security shields. 

Offenses: Offenses under the Bill include: (I) handling or moving 
individual data disregarding the Bill, culpable with a fine of Rs 15 crore 
or 4 % of the yearly turnover of the fiduciary, whichever is higher, and 
(ii) inability to lead a data review, culpable with a fine of five crore 
rupees or 2% of the yearly turnover of the fiduciary, whichever is higher. 
Re-ID and handling of de-distinguished individual data without assent 
is culpable with detainment of as long as three years, or fine, or both. 

Sharing of non-individual data with government: The focal government 
might guide data trustees to give it any: (I) non-individual data and (ii) 
anonymised individual data (where it is absurd to expect to distinguish 
data head) for better focusing of administrations. 

• Amendments to the other certain laws: The Billshall amend the 
Information Technology Act, 2000 to remove the related provisions with 
regard to compensation payable by the companies for the failure to 
protect enough personal data 127. 

• The consideration of non-individual data incorporating anonymized 
data in the degree will tum into an easily proven wrong and disputable 
issue, mostly on the grounds that a portion of the non-individual data 
will be thought of as restrictive by organizations that would have made 
significant speculations to gather this non-individual data. 

Cyber Laws of Different Countries 
Cyber Law in Singapore 

The Cyber Security Agency of Singapore (" CSA") stressed a worrying trend 
of adding major cyberattacks as well as cyber-crime. Cyber-crimes now 
regard for close to a stunning one- fifth of all crimes committed in Singapore. 

• The pitfalls and pitfalls in cyberspace are varied and laws are constantly 
evolving to attack new pitfalls. At present, there are 4 crucial pieces of 
legislation on this content 

127

https :/ /prsindia.org/billtrack/the-personal-data-protecti on-bil 1-2 0 19 
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i. The Cybersecurity Act; · Act· 
ii. The Personal Data Protection ' 

iii. The Computer Misuse Act; and . . ·ntllar as the Mamas regulations for banks IMD 
iv. Sectorial regul•ti0ns, sl· tches MonetarY Authority of sU: A 
regulations for word ispa Guidelines, etc. gapor, 
Technology Risk Management . 

M
. Act penalizes several cyber crimes induct· 

Th Computer isuse . I th . d mg e t omputer matena, unau onse revisio 
unauthorised access O c . ti. f n of . 

1 
uthorised use/ mtercep on o computer serv· 

computer matena' una I I 'd f ice, . f access law etc. t a so prov1 es or enhan d 
unauthorised exposur~ o I . secured computers. ce 
discipline for offences mvo vmg 

al P dure 
Code empowers a police officer to pierce a 

The Crimin roce . 
t
ed of being used for felomous purposes. 

computer suspec 
The eybersecurity Act regulates possessors of critical infonnation structure, 

d gulates to cybersecurity service providers. It also authonses measures 
': h::p, manage and respond to_ cybersecurity pitfalls and incidents. The 
cy!,erseCurity (Critical Information structure) Regulations 2018 1s also 

related to this issue. 
It sets out a frame for covering critical information architectures which 
includes scores on the possessors to report the incidents and for appointing 
Commissioner to oversee the work and to promote them. 
The manager is also empowered to issue certain canons of practice for the 

regulation of themt28. 
Monetary Authority of Singapore Technology Risk Management Guidelines 
focuses on protection of sensitive and important data and sets out guidelines 
for threat operation principles and cyber security standards. It strengthens 
the sys~em security and protects sensitive data under this guidelines. It 
should msure that the banks and other institutions to insure this129, 

Budapest Convention or The Convention on Cybercrimes of the 
Council of Europe 
The objects of the Budapest convention convention are 

• Harmonize public laws related to cybercrime 

• Supporting the inquisition of these crimes 
• To increase transnational . cooperation against cybercrime 

:;:-------
128 http s: // i cl g. com/pr a c tic 
regulations/singapore#·- ·:-a:aThs/cybersecurity-laws-and-
%20and¾20 · · ex - e%20Cybers · ·'"¾ 
12

0.~ 
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promote%20the ecunt, ,o20Act%20sets%20out others%2C%20oversee 
·n~~ .. ' . www.s1samfosec.com/bl Id ogs ata-protection- d b . . . . I an -cy ersecunty-regulations-m-smgapore 
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It also mentions the sharing countries t~ borrow legislation with regard to 
cybercrimes. It shall serve as a collective Legal backing conve ti' th · c • n on. e 
Cybercrime Conve~tion omrrutt~e created a working group to consider the 
issues in 2012 which converted _into. the Cloud substantiation Group and 
eventually recommended the relinqmshment of a convention update in the 
form of a 1:lte~ate fresh Prot?~ol. As of now, the proposed language focuses 
on five ma1or vittl~s Compositi?~ 1 - Lan~age of Requests; Composition 2 
_ Videoconferencing; Composition 3 - exigency collective Legal backin . 
Composition 4 - Direct Disclosure of Subscriber Information· an~ 
Composition 5 Giving Effect to Forei_gn Orders for the Expedited p;oduct 
of Data.130 The first two are safe; the ultimate three would yield lesser change 
and therefore have provoked a range of questions and enterprises.m These 
last three vittles are the bones we concentrate on then. 

Composition 3 addresses about exigency collective Legal backing and this 
helps to seek backing when in case of exigency. But there are enterprises 
raised by Civil Society Groups which cautions that exigency procedures 
should be duly framed to cover the sequestration. 

Composition 4 addresses about Direct Disclosure of Subscriber Information 
which is a medium for law enforcement in certain country to gain 
information directly from a service handed in another country. 

Composition 5 addresses about the effect to order from another party for 
expedited product of data and it's designed to serve also to collective legal 
backing but in a further streamlined manner132

• 

United Arab Emirates 
Among the middle- eastern countries, UAE has the most comprehensive and 
strong law against cyber culprits. UAE faces a stingy 5 of the world's cyber 
risks. still, being the fiscal capital of the Gulf Regions, it has strong laws to 
cover its businesses from attacks. 
The nation has veritably easily defined each offense as ':ell ~s th~ penalty 
associated with each. From a penalty of maximum two- time ~pnsonment 
or 250,000 AED (Arab Emirates Dirham) for the introductory cnme of cyber 
stalking and importunity. To imprisonment and forfeiture of over to A~D 
for phony. To life imprisonment for cyber terrorism. UAE has clear- cut, 

5
tact 

laws in place for any cyber trouble. 

130 • • 2 d protocoi-/168097fe64 
https://nn.coe.int/provisional-text-of-prov1s1ons- n -

. . d est- rotocoJ-cybercrime 
131https://www.eff.org/document/eff-comments-ad<litions-bu apl /l6p8097fe64 
132 · · 2 d protoco -https://nn.coe.int/provisional-text-of-prov1s1ons- n • 
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The United States of America 
The USA is one of the leader in terms of cyber crimes. _It has been the aff 

. Id . t rms of internet related crunes with 23 ettect 
country m the wor ID e • th tr of w b . t Still it's also one the country w1 s ongest cybe, I Otld 
~y elr cnmAebra et. 60 o' f the cyber cases registered, end in convictiaws Put 
m p ace ou 1 · t · •i on an . . · . The first effective aw agams smu ar crimes w . d 
captiv:ty ~IDgs9.84 ..... ,nated as The Computer Fraud and Ab as first 
established ID 1 nou=· • • f use A . th ct didn't include a prov1s10n or purposeful h . ct 
(~FAA). s_till, . a law Or in lay man language, for contagions arming of 
bias by usIDg v1c10us · . · 

. th ct The National Information structure Protecti 
To ameliorate e a , . • 1 on Act 

(NIIA) 
;ntroduced. The act included former spying aws which mad . wasu, . .th t th . . e1t 

al • c mputer information w1 ou au onsation Ove 

b
illeg dttho v1"7.w; USA has established strict delineations and. corre:tiand 
eyon ese , lik . . ons 

f b Cn
·mes From penalties e expatriation to feloru· 

or cy er • . ous 
misdemeanour to felony in cyber ~ullymg. To penalty of 15 times 
imprisonment and forfeitures for identity theft. To penalty of six to twenty 
times captivity time for hacking and damage to computer parcels. USA has 

quite a fort on cyber laws. 
The first effective law against similar crimes was first established in 1984 
nominated as The Computer Fraud and Abuse Act (CFAA). still, the act 
didn't include a provision for purposeful harming of bias by using vicious 
law. Or in lay man language, for contagions. To amend the act, The National 
Information structure Protection Act (NIIA) came into being. 

The act included former spying laws and made it illegal to access any 
computer information without authorization. Above and beyond these laws, 
USA has established strict delineations and corrections for cybercrimes. 
From penalties like expatriation to felonious misdemeanor to felony in cyber 
bullying. To penalty of 15 times imprisonment and forfeitures for identity 
theft. To penalty of six to twenty times captivity time for hacking and 
damage to computer parcels. USA has quite a fort on the cyber laws. 

Above and beyond these laws, USA has established strict delineations and 
co_rrections for cybercrimes. From penalties like expatriation to felonious 
nusdemeanor to felony in cyber bullying. To penalty of 15 wnes 
"."pnsonment and forfeitures for identity theft. To penalty of six to twenty 
times captivity lime for hacking and damage to computer parcels. USA has 
qmte a fort on cyber laws133. 

Conclusion 
The D~ta Protection Bill is a much-deferred and truly necessary regulation 
that will supplant the current old fashioned, heritage and insufficient data 

- a - ave- 1 1erent-countries-done-to-prevent-cyber-c0Ille 133 https://unbumf.com/cyber-laws wh t h d"ft". . / 
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